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ABSTRACT

Enterprise Resource Planning (ERP) systems are widely used by the academia, and
educational institutions. ERP are used by institutions for maintaining their re-
cords and sharing of data with the users and stakeholders. ERP modules have vary-
ing levels of end-user access restrictions depending on the type of module. Certain
modules can be accessed from anywhere using an internet connection, whereas some
are restricted to be accessed only through an admin account. These modules general-
ly contain sensitive data stored in them. There are cases wherein the security breach
has been reported for gaining access to the data stored and use them for perpetrating
crimes, majorly financial crimes and identity thefts. The current paper discusses some
of these breaches, along with the possible risks and corrective measures suggested to

avoid such breaches.

KEYWORDS | erp, educational-erp, case study, data breach, hei, cyberattack

INTRODUCTION

RP 1S A COMPUTER SOFTWARE

used to combine all business-

related procedures and functions
at a combined IT platform for easy
management of businesses to work in an
efficient way.

ERP is an old technology in
manufacturing and production industry
that dates back to the early 1960s when
the ERP was in the form of Inventory
Control system where it acted as
accounting software. Later, in the 1970s,
this was modified into MRP - Material
Requirements Planning, a package that
provided support to the planning and
control unit of the business houses. This
system was replaced by more advanced
MRP II system in the 1980s. This new
advanced system aims at integration of
technology with the manufacturing to
increase the manufacturing of products.”

In businesses, ERP systems keep track
of their resources such as raw materials,
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finance, production capacity, and the
standing of business assurances like
salaries, sale-purchase orders, etc. This
system makes sure that the relevant data
is shared with the associated departments
of the business and links them together
with the core data. In other words, ERP
not only ensures the data flow amongst
the various departments of the business
but also manages the information
sharing with the stakeholders of the said
business.®

ERP in the educational sector is an
application that joins all the modules and
departments of an educational institution
into a single system whose access is
available to the fraternity members of the
institution and also to the students, their
parents, and other stakeholders.” Each
individual who is part of the institution
has a unique user id and password. All
the activities can further be monitored by
the said administration with the usage of
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master id and password access. The educational
ERP structure is entirely different from that of the
business sector [ It comprises programs, fees,
library, events, hostel, faculty data, examination,

which is shown in Figure 1.

Main aim of the educational ERP system
is to provide a platform that encompasses all
the functionalities together at a user-friendly
interface. The educational ERP system digitizes all
the information and data of the institute which are
updated by admin login only and grants access to
all the students and faculties." Educational ERP
reduces the need for maintaining the data on paper
and keeping a check on the store for ensuring data
security. The digitized details once entered into
the system are stored on the server which can be

accessed only with valid login credentials.”

Figure 1: Modules in Academic ERP System

It has been observed by the authors that
despite the rise in the implementation of ERP in
the educational sector, it can be deduced that 60
to 65 percent of ERP systems have a failure rate
and 30 to 35 percent of ERP implementations
are canceled because of different factors. There
can be numerous factors responsible for this rate
of failure, the end-user training, cost input, data
security, step-wise implementation rather than
the big-bang approach, and lastly the technical

training of the users."*

For any educational institution, the data of its
students is the most valuable asset. With the rise
in the technology, the academic institutions are
making a change in how they store and process
such data available to them, with majority of them
shifting to the ERP system for the same. With this
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shift the concern regarding safeguarding this data
becomes a top priority. The threat level has recently
increased due to the rise in the cyberattacks,
especially during the Covid-19 pandemic times.
Another contributing factor in making the data
vulnerable is the slow reaction of educational
institutions towards cyber security.”” It has been
observed that the academic institutions invest
less in cybersecurity making themselves prime
targets of cyberattacks. The suggested approach is
to make these organizations aware of the security-
related issues and build necessary infrastructure.'s

The survey gives a detailed view of the
seriousness of the issue. The security breaches
include unlawful disclosures, hacking attempts
resulting in the breach of personnel data,
ransomware attack, phishing attack, DOS attacks,
and other cybersecurity threats, which results in
disruptions of academic institutional activities
resulting in unauthorized access or disclosure.
In the year 2019, 348 incidents were reported
related to cyberattacks associated with academic
institutions, which is approximately thrice as
much as in 2018 in the country of US alone. In
2020, this figure rose further to 377 and will
continue to climb as establishments look to get
cybersecurity under control. It has been observed
that educational institutes are the no.2 target for
ransomware attack. 7

Another associated risk factor is 42% of
educational organizations have students or staft
as end-users who avoid cyber security protection.
For academic organizations, its compulsory
to ensure that they are implementing the
appropriate technology to protect themselves
from cyberattacks, making sure that they are
providing the necessary resources to their users
and applying the needed restrictions using
firewall to ensure unauthorised access to their
network. Another study suggests that 41 percent
of higher educational institutions cyber security
incidents and breaches were results of social
engineering attacks. It has been pointed out that
52% of cyberattack incidents resulting in the data
breaches were caused by human error making
it the top most cause of such attacks. The act of
social engineering revolves around manipulation
of its victims in sharing confidential personal
information with another individual or third
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party. To achieve this, the perpetrator most often
impersonate as trusted friend or a colleague of an
organization associated with the victim. Another
approach employed in social engineering, is the
usage of a phishing attack, that is done majorly
via emails. It has been observed that an average
of 30 percent of users in the academic sectors
have been fallen prey of phishing emails received
by them. In order to protect its users from such
attacks, educational organizations should promote
cyber security awareness trainings, ensuring
to educate them on related topics of spotting a
phishing attack, how to deal with such encounters
appropriately when situation arises. **

Another survey indicates that 87 percent
of educational institutions have encountered
cyberattack at least once. These stats indicate that
the majority of educational institutions have been
the victims of cyberattacks, which is in consistence
with the steep rise of attacks reported over the last
couple of years. This should serve as a warning
to educational administrators to ensure the
updating of the cyber security protocols adopted
by them. Amongst these organizations, 73 percent
are found to be unprepared for cyberattacks,
if encountered today.’” This indicates that the
educational institutes must employ the necessary
means of technology needed to avoid any such
future attacks before a breach occurs. Another
study indicates that 85 percent of universities
agreed that more investment should be made in
order to ensure cybersecurity to protect critical
research in IP. In the US alone, the academic
sector in 2017, accounted for 13 percent of all data
security breaches, which has resulted in the leak of
approximate 32 million personnel records. These
stats clearly indicate the need to understand the
seriousness of cyber security in educational sector.
Because of the education industry’s approach to
cyber security and the end users operating on
campus, educational institutions are susceptible
to cyberattacks. During the survey, it has been
observed that, the educational sector as an
industry is the least secured and most vulnerable
industry amongst 17 industries studied when it
comes to cyber security attacks, when the factors
related to application security, endpoint security,
and keeping software up to date on a regular basis
is considered.”®

INDIAN JOURNAL OF FORENSIC MEDICINE AND PATHOLOGY | SPECIAL ISSUE-2

Device standardization that is so common in
business that it is much harder to achieve in an
educational setting establishments should look
to enforce their device management policies
and authentication protocols for connected
devices as strictly as possible. Awareness training
should also be encouraged so that end users are
prepared if and when they are targeted by a social
engineering attack so they don’t cause a breach that
compromises the entire institution. According to
BlueVoyant’s Cyber security in Higher Education
2021 report, ransomware attacks on colleges
increased 100% between 2019 and 2020. The
report also found that two-thirds of assessed
colleges lacked even basic email security measures
and 86% of them demonstrated evidence of botnet
targeting.

RESULT AND DISCUSSION

Majority of data breaches that struck the
educational organizations involved the leaking
of the personal information of the personnel
and students, whereas about a quarter of the
incident reported the exposure of their intellectual
property and research work. In an attack on any
educational institute the potential risks of data
stealing can be related to:

o Complete access to the academic data of
students viz, overall
results which can be changed or deleted.

o Administration important
information related to fees and the remaining
balance which will result in huge monetary
loss of the organization.

o Attackers intrude in the institute
management system and send spam emails or
messages demanding confidential information
and/or money.

o The biggest threat can be stealing and usage
of sensitive personnel information viz, name,
address, and age, for perpetuating heinous
criminal activities such as blackmailing, loan
applications amongst others financial scams. !

Any educational institute has numerous challenges
which must be dealt to ensure protecting its
information and data available with it. Some
of such challenges includes:

o The educational sector completely relies
on free-exchange of data and information

examination scores,

can lose

may
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amongst the involved parties.

o Students and staff members are generally naive
about the technological development.

o Students who have superior technological
skills can sometimes attempt cyberattacks out
of curiosity.

o Users generally have been assigned more than
one role within an organization which creates
complications with the identity management
software.

o The number of end-users is changed every
year with the graduating students leaving and
new enrollments coming in.

o In order to ensure smooth access by the end-
users it is required to provide remote access of
the system so that the parents and their wards
can access the system from their personal
computers and smartphones from varied
locations.”

In a survey-based research conducted by Ed
Guards Company, disclosed that the incidents
related to data breach resulting from cybercrimes
dates back to 2002 in US. According to this
research in June of 2005, University of Hawaii,
witnessed leak of personal data of approximately
150,000 students, staff and library when a
former librarian compromised the integrity of
the data in order to obtain fraudulent loans. A
similar case was encountered at the University
of Utah where the social-security number of
approximately 100,000 employees was stolen
from archived database. Another breach was
reported in the year 2006 at UCLA, US, where
the cyberattacks precisely aimed at gaining access
to personal information, resulting in the leak of
approximately 800,000 personnel information
including student applicants, their parents, faculty
and staff members.”

PeopleSoft a system developed by Oracle,
which is most commonly adopted by the
educational organizations in various countries.
The first an foremost attack on this system
occurred in the year 2007 wherein hackers by
employing keylogger software on staff computers,
had stolen the passwords and then used the
same to log into ERP system of Florida, A&M
University, with motive to change grades of
students. Although, subsequently the information
stolen was recovered later on, but troublemakers

298 I COPYRIGHT © 2021 RED FLOWER PUBLICATIONS PVT. LTD

again attempted the similar attack and due to
this the examination data of ninety students was
modified. In 2008, another attempt was made to
access the personal data. Nevertheless, the size of
data breached increased from 70,000 to 700,000
stolen records.

In 2012, student of the University of Nebraska’s
notorious attempt compromised the database of
the university which led to the leak of personal
information of 654,000 students and employees.
Along with the personal information the leaked
data included the financial account details of
21000 people, too. Similar cyberattacks were
reported at the Chadron State College, Peru State
College and Wayne State College in the US.

During the years 2014 to 2016, cyber attacks
on academic organizations not only increased
in number but also became more advanced and
aggressive in terms of data breaches. As per the
details shared by the ADBI Report (annual data
breach investigations) by Verizon, the occurrence
of data breaches distressing the functioning of the
educational institutions has grown approximately
10 times in US alone. It is also found that till 2017,
the amount of reported cyberattacks was 393
which was only 5 in the year of 2012. In the month
of march of 2018, more than 300 universities
across the world were affected by a massive
cyberattack orchestrated 9 hackers of Iranian
origin. According to the information received
form the investigating officials, 31TB of valued

intellectual property and related data was leaked.
24,25,26

All educational organizations store personal
data of all the students and staff members of
theirs. Making sure that this data stored is safe
and not easily accessible by everyone is of prime
importance to any such organization. The HEIs
are rapidly experiencing the increased attacks on
their databases by hackers on numerous counts.
The data breach is attempted not only to gain
access to the personal information of individuals
but also include the research materials too.”

The most common assumption is that the
fact data breach is generally associated with an
attempted cybercrime, whereas a data breach can
be accidental too, for example a member of staft
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may lose his/her laptop or external storage device
or the same may get stolen, resulting in loss of the
data or confidential information. It may happen
that the same can the downloaded on to a USB
stick unofficially. Often it can be associated with
carelessness which might result in accidental
release of data by unintentional correspondence
to the wrong person via email.?®

The most common and effective solution
to avoid data-breach is usage of encryption to
ensure protection the information. By employing
encryptions, academic organizations can be
assured that only official users with whom
encryption key is shared will be permitted to
access and read the information/ data and for
others it remains unreadable. This is supported
by the study conducted by Ponemon Institute in
the year 2017 which revealed that the with the
usage of encryption the cost of data breached was

reduced by US$16 per record. 233!

Another vital solution is to provide the
necessary training to the IT professionals
employed by the organization in case of attempted
data breaches. Along with this the awareness
training should be provided to the non-technical
staff and student members in terms of the safe
browsing of the data and safeguarding against
the others means of the cyberattacks like social
engineering and phishing scams.
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